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About Us: -

GoBeyondLearn is world’s First high paying job skill development & placement
platform.

We are a group of experienced professionals hail from cyber security domain in
various prestigious organizations.

We help bridging the gap between Industry & Academics by proving the skill set to
students through training comprehensively in cyber security domain.

Our trainers are the industry experts with experience from 10 to 20 Years in Cyber
Security domain. These experts are already rendering their services to TOP MNCs in
India like Wipro, IBM, Symantec, McAfee, EY & many more such companies.

Our Mission: -

To bridge the gap between Industry & academics & train the students in future
technologies

Our Vision: -

To solve biggest problem of academics & Thrive students for future technology ready
opportunities

Placement Format : -

We have contacts with 450+ companies in India & abroad which are currently hiring
fresher/Experienced professional in cyber security domain. Industry requirement is of
20K professionals per year & due to skill gap, they are not able to recruit candidates
even after been abundant manpower available in market. This is where we step in
with some salient features of our courses.

After having assessed the current job market scenario meticulously & have designed
an 11 module course keeping in view of matching skills required in this industry. Our
Industry contacts do help us in identifying the exact skillset they are recruiting
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Course Summary: -

GoBeyondLearn pay after placement course is a comprehensive 5 months course which
includes exclusive 11 modules covering hands on practical training & working on Cyber
Security tools which helps aspirant master advanced skill required in this domain.

This course is aligned to the industry requirements & provides aspirant the exact
matching skills required for different roles in Cyber Security.

Course Features: -

e 150+ Hours of online training
e Placement Guarantee

e Resume Building, Personal interview & soft skills training
e Study material of Course

e Covers 20+ tools required for Cyber Security

e Periodic online assessments

e Doubt clearing sessions

e Training by Industry experts

e Lifetime connect with GoBeyondLearn

e Job/career Change assistance

Course Delivery Mode: - Online
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Course Modules: -

Module 1: - Introduction and Fundamental of Cyber Security

e What is Cyber security

e Need for Cyber Security

e CIA Triad

e Ethical Hacking

e Cyber Security Framework

e Why Cyber Security Framework
e How Cyber Attack Happen

e Types of attacks

e Security architecture - Specifications, processes, and standard operating procedures
(SOPs) involved in preventing, mitigating, and investigating different threats

e Security Governance

e Security Auditing

Module 2: - Cyber Laws & Requlations

Module 3: - Networking

e Networking type, classification , and topology
e Models

e Physical layer

e Data Link layer

e Network layer

e Routing Algorithm

e Transport Layer

e Application layer

e Protocol

Module 4: - Network Security

e Threat Attacks and Vulnerabilities
® C(Cryptography & KPI

e Wireless Security

e Algorithm

e Security Monitoring

e Access Control

e Tools
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Module 5: - IOT & IOT Security

Introduction to IOT

Basic Concept and Protocols

Application for Industries

Cloud Platforms for IOT

Security trends, problems and challenges
Vulnerability and Risks

Module 6: - SOC + Incidence Response + Threat Intel + Threat Hunting

Functions of SOC - People, Process, Technology
Tools - SIEM, EDR, UEBA, ITSM

Threat Intelligence & Threat Hunting

MITRE Attack Matrix

Module 7: - Cyber Forensics

Introduction to Computer Forensics,

Storage Devices & Data Recover Methods

Forensics Techniques For OS, Mobile, Network, Email.
Forensic Analysis of Web Application

Malware Analysis

Tools used in Disk Forensic and Mobile Forensic

Module 8: - Cloud Security

Core components of Cloud Computing like VM, Storage, Backup, DB etc.
IAAS vs PAAS vs FAAS

Containerisation and Kubernetes

Cloud Network and Security

Cloud Monitoring and operation

Module 9: - Identity & Access Management

Introduction to IAM Domain

Identity Management and Governance

Web Access Management and Single Sign On*

Privileged ldentity Management*

Overview on Consumer |Identity and Access Management
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Module 10: - End Point & Data Security

Introduction to Endpoint

What's consider an endpoint
Three-way handshake

Data Stolen or Data breach

Man in middle attack

Data security

Importance of data security
Encoding and Decoding
Cryptography

Importance of Endpoint Security
How Endpoint Security it work's
Challenges in Endpoint Protection

Module 11: - Application Security

Definition

Testing , procedure ,Security Feature
Types of application security

App security in Cloud

Mobile and Web App security

App security Control

Products (tools) , solution and resource
threat Modeling

Vulnerability assessment

penetration testing

Eligibility: -

This course is a meant for any student with any educational Background.

Student in pre final or Final year

Working professionals want to change their Domain
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Course Fee: -

Payableon 1st Instalment 2nd Instalment
Total Course Fee

Batch Size Registration after 30 Days of after 60 Days of

e in INR Placement Placement

30 Students 55,000 10,000 22,500 22,500

GST @ 18% on above.

Fee shall not be refunded or transferred in another student name

Payment to be made in name of “ Beyond Cloud “

Course fee is applicable for 2 Months subject to change without notice after 2 Months

General Terms & Conditions: -

Placement will be within 6 Months of course completion

Placement package will be in bracket of 3 to 7 Lakh INR Per Annum.

No unethical activities will be done by student against national security

An agreement with applicable terms will be signed between GobeyondLearn & student with all
terms & conditions.

Its responsibility of student as well to be sincere learner, all the assessments will be shared with
Student’s guardian at regular intervals

Students have to attend classes on regular basis, 90% attendance mandatory

Kindly contact for any queries or Course information on following
Numbers: -

Queries@gobeyondlearn.com

8305110640/43




